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puzzle 

MIT tuition 
› $20,885/term = $5221/course = $500/week 

question you might ask 
› what do I get for my money and effort?
 
› isn’t this stuff I could learn by myself? or at a company?
 

question we ask 
› what can we teach you that you can’t learn elsewhere? 

our answers 
› big ideas: what’s below the surface 
› reflection: learning to design consciously (SOC, articulation) 
› sensibilities: simplicity & clarity 
› abstractions: rep-independent data model 
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reflective design questions
 

why? 
› why am I doing this? 
› what am I trying to achieve? 

what? 
› what am I trying to build? 
› who or what will it interact with? 

how? 
› what state will I need to record?
 
› what will the key concepts be?
 

but..? 
› what challenges arise? 
› how might it fail or be broken? 
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context diagrams
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context diagrams
 

doesn’t identify system 

vague actions & flows 

good 
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nice, but why browsers?
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thinking about context: yes!
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summary 

what is context diagram? 
› defines boundaries of system 
› who/what does it talk to? 

what you’re trying to do 
› identify external interfaces, gross dataflows 

common mistakes 
› splitting system into multiple boxes
 
› using arrow for direction of action, not dataflow
 
› missing important features (eg, maintaining catalog)
 
› missing important actions (eg, viewing items)
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concepts
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concepts: don’t repeat yourself
 

DRY: code details 

DRY: OM details 

DRY: features
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concepts
 

nice, but explain products
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concepts
 

nice, but reduce overlap with OM; also explain item
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summary
 

what are concepts? 
› key ideas that characterize the design 

what you’re trying to do 
› separate the obvious from the non-obvious
 
› define novel or confusing concepts precisely
 

common mistakes 
› repetition: overlap with features and OM
 
› not focusing on novelties (eg, cart vs order)
 
› missing key issues (eg, one of a kind item vs descriptor)
 
› watering down with minor details
 
› circular definitions (item is an item)
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features
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nice categorization 
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nice division into roles
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summary 

what are features? 
› areas of functionality 
› actions that go together 
› for some larger purpose 

what you’re trying to do 
› provide a high level outline 
› identify groupings of lower-level functions 
› tie back to the user’s purpose 

common mistakes 
› just listing actions and not grouping into features 
› no organization, eg by role or end-goal 
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object model
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not an OM: edges should represent state, not actions
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not OMs: edges should represent state, not actions 
20
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nice, but: shared properties of users? 
customer has exactly one cart 
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what is places?
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has many edges with same label
 

merchant has many orders: placed? fulfilled? 
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Diagram © various MIT students.  All rights reserved. 
This content is excluded from our Creative Commons license. For more information, see http://ocw.mit.edu/help/faq-fair-use/

http://ocw.mit.edu/help/faq-fair-use/


has not specific enough
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more unspecified has relationships
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good attempt
 

what’s User.info? can_edit?
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user-cart? items and ordered items disjoint?
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why is order needed if 1-1 with cart?
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what’s user-store relation?
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why two kinds of item? why no generalization of cart/order?
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good, except for creates/updates; should be “offered”?
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summary 

what is the object model? 
› abstract representation of state 

what you’re trying to do 
› capture what the system must store 
› but avoid implementation details 

common mistakes 
› confusing state and action 
› using “has” labels, making actual relation unclear 
› omitting state (eg, order placed vs order fulfilled) 

a rule of thumb 
› beware of active verbs as edge labels (adds, removes) 
› stative verbs are ok (offers, likes, posts) 
› past participles are ok (posted, added, selected) 
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security concerns
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mixes security requirements and particular threats
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BlackMarket has the following security requirements: it must ensure a reason
able level of protection for its users' usernames, passwords, and private informa
tion uch as purchase habits. BlackMarket may be vulnerable to the following 
pot~ential security threats: 

• A hacker can mass create usernames and passwords. can mitigate this 
by implementing a human verification m~e hod such as math captcha. I 
can also require user to verify the account creation through email. 

• A hacker can create an account and generate mass orders or advertise 
multiple fake products. This will flood the app's database and also affect 
other users' experience. I will need some methods to put a cap on the 
number of orders placed and allow users to report spam. 

• The fact that cookies are used to track user's log-in state and shopping cart 
makes the system vulnerable to packet sniffing whereby someone intercepts 
traffic between a computer and the Internet. Once the value of a user log
in coolde is stolen, it can be used to simulate the same session elsewhere 
by manually setting the cookie- session hijacking. 

• Since the app requires users to interact directly to complete transactions, I 
will also need to implement identity ver·fication meth~ods and advi e users 
not to~ meet with their counter-parties if suspect. 

very good enumeration of risks
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security concerns: example
 

summary of key security requirements 
› no tampering with merchant catalog (eg, prices, stock)
 
› no bogus orders (for existent or non-existent shoppers)
 
› no stealing of personal data (past orders, address, etc)
 
› no stealing of credit card numbers
 
› no viewing of competitors’ orders by merchants
 
› no viewing of shoppers’ orders
 
› no illegal sales (pharma, illicit drugs, porn)
 
› no denial of service attacks
 

how standard attacks are mitigated 
› XSS: sanitization; CSRF: form tokens; cookies: encrypt, expire
 

threat model: assumptions about attackers 
› attackers have physical access to clients but not servers (so expire) 
› attackers may snoop (so use SSL for purchases) 
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security strategies 

to prevent bad access 
› authentication + access control on all sensitive actions 
› expiring cookies and deleting on logout 

to protect financial data 
› SSL encryption for financial data submission 
› no storage of credit card numbers 

to lower risk of illicit merchants 
› charge merchant fees 
› provide user reporting of abuse 
› vigilant moderator team 
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summary 

what you’re trying to do 
› identify the key security risks 
› think about strategies to address them 
› understand what makes this problem special 

common mistakes 
› ignoring domain-specific security requirements 
› not describing the problem, just the solution 
› mixing the problem and the solution 

why this matters 
› need a clear sense of what the major risks are 
› ... what options the designer has to address them 
› ... what risks will remain 
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design challenges
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actually not relevant to this 

what happens on login? 
sharing between sessions? 

nice problem/solution separation
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generally good, but could be clearer 
about what the problems are and what 
the solutions involve 
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nicely explained, but what about orders?
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good observations! how will you achieve this? 
some functions only appear if you’re a merchant? 
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good, but explain the whole problem first
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OM for last example:
 
items: Order -> Item ???
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many good points made here
 

be careful about terms: password, authentication
 

is cart also persisted? if so, does login do merge?
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excellent!
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thoughtful analysis; note clear admission of limitation 
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good discussion, but second issue is really different
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summary 

what you’re trying to do 
› identify the key design issues before coding
 
› explore alternatives & justify your choices
 

common mistakes 
› not explaining the problem
 
› not structuring clearly (problem, options, choice)
 
› not following through (eg, what happens when item disappears?)
 
› vague description of problem (“how to represent X”)
 

a general issue 
› too much focus on code issues, not enough on behavior design 
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sample behavioral design problems
 

can shopper add items without logging in? 
› if so, what happens when they login?
 
› what if they do this in multiple browsers at once?
 

multiple merchants 
› can cart mix items from different merchants? 
› what happens to order in this case? 

is inventory limited? 
› contention between shoppers? 

handling failures 
› what if merchant can’t provide item? undoing orders? 

merchant-shopper contention? 
› change or price, item description?
 
› during shopping, after order, after fulfillment?
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